smartsheet °

Order Q-5421248

Customer Contact Information Subscription Details
Contact Name Email Phone Organization Name Lake County Board of County Commissioners
i [ 2
Contract Owner | Trey Smedley trey.smedley@lakecountyfl.g 3525164971 Payment Terms Net 30
oy Order Execution Date
Billing Contacts | Nikki Wright nikki.wright@lakecountyfl.go 352-253-1818 Subscription Action Renewal in Accordance with the Existing Terms
Y System Admini! trey.smedley@lakecountyfl.gov
o Email
Customer Address Information The System
ShipTo Bill To Administrator will have
Street | 20415 Independence Blvd 20415 Independence Blvd administrative control
- over this plan and cannot
City Groveland Groveland be a user iated with
State Florida Florida another Smartsheet plan.
Zip 34736 34736 Purchase Order PO Number PO Attachment
Country | United States United States Does your organization
require a PO to process
payment?
Tax Identification
Number (i.e. VAT ID
Number, GST Number, etc)
Smartsheet
Product Region Annual / Unit Price | Unit Quantity | Extended Price Billing Frequency Subscription Term Total Price
Enterprise Plan plus Premium 30 4/19/2025 to 4/18/2026
. us 654.00 19,620.00 Al |
Support Package - Paid User nhiie (12 Months) 19,620.00 USD

| Total 19,620.00UsD |

Smartsheet will provision Subscription Services and issue an invoice for amounts due promptly after receipt of an executed Order. Subscription Term may be adjusted based on the actual provision
date of the Subscription Service, which will be specified in your invoice with any corresponding prorated amounts due. This Order and any renewals are governed by, and hereby incorporate by
reference, the Smartsheet User Agreement available at https://www.smartsheet.com/legal/user-agreement (*User Agreement”). By submitting this Order, you (i) acknowledge that you have read the
User Agreement, understand it, and agree to be bound by it; and (ii) represent and warrant that you have the necessary authority to submit this Order on behalf of yourself or your company. Minimum
differences in feature availability may exist between Regions, for details see https://help.smansheet‘com/regions-capability-differences

Time of document generation: 3/3/2025 4:58:02 PM.
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ACCEPTED AND
AGREED:
SMARTSHEET INC. Lake County Board of County Commissioners
By Jake Mars By: Digitally signed
Name: Jake Mars Name: Sa n d ra by Sa ndra Roger5,
Titie: SVP.NA Large — Rogers, NIGP- NIGP-CPP, CPPB
" Enterprise : s
Date: March 3, 2025 Date: CPP’ CPPB Date. 2025.03,20
10:08:54 -04'00'

Time of document generation: 3/3/2025 4:58:02 PM.



LIMITED COMPETITION & SOLE SOURCE JUSTIFICATION

This form is required justification for purchases over $1,000.00 from limited competition or sole
source when it has been determined in the best interest of the County to utilize other than full and open
competition. Limited competition and sole source procurement are to be used only as an exception
when all attempts to pursue competitive purchasing have failed. Additionally, when the County
requires an existing contractor to make a change to its contract that is beyond the scope of that contract,
the County has made a sole source award that requires written justification via this form. Acceptance
of limited competition and sole source procurement will be at the discretion of the Director of the
Office of Procurement Services.

Limited Competition — available from multiple sources with only one feasible source for a specific
reason

Sole Source — available from only one source, an equal product or service not available from any
other source.

Standardization — It is in the best interest of the County to utilize one brand; falls under “limited
competition” procurement.

1. VENDOR NAME AND PRODUCT OR SERVICE DESCRIPTION

A. Vendor Name (and dba):
Smartsheet Inc. (MUNIS Vendor # 5818)

B. Describe the product/service and its function:
Project management software - Enterprise Plan allows Lake County to be HIPAA
compliant.

C. Describe the anticipated (FY or one-time) costs including future obligations (attach quote):
Annual cost for twenty creator licensed users $10,000.

D. Why is it in the County’s best interest to waive the normal competitive process in this case?
Smartsheet transitioned over with Lake EMS and is currently being used by the Office
of Emergency Medical Services, Human Resources, and the Office of Public Safety
Support. Historical information is intact.

E. How can we promote full and open competition in the future similar purchases?

F. Indicate funding source. If grant-funded, provide documentation that limited or sole source
procurement will not violate the terms of the grant.

EMS fund 1350 and E911 fund 1240.
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LIMITED COMPETITION & SOLE SOURCE JUSTIFICATION

2. ANSWER APPLICABLE QUESTIONS

A. Compatibility to existing equipment, methodology, or training:
1. With what other material must this requirement be compatible?

2. What is the approximate dollar value of the existing material?

3. List the unique properties making this the only product compatible with existing material.

4. Provide (attach) all supporting information.

B. Only known manufacturer or provider of this product:
1. List sources ofall research conducted to support this claim (i.e., trade shows, Internet searches,
professional journals, colleagues, etc.).

2. List names and findings of other manufacturers solicited information from.

C. Only product that will meet the requirements of the intended use although other like items
exist:
1. Identify manufacturers and the product deficiencies that led to disqualification.

2. State the reason(s) why this product is superior to all others (Be very specific).

3. Provide (attach) other supporting research to document the need for this specific product.

Page 2 of 3
v.2.11.20




LIMITED COMPETITION & SOLE SOURCE JUSTIFICATION

D. Regional Sales/Support/Service: Provide (attach) proof this is the only vendor authorized to sell,
support, or service for this region.

E. What are the consequences of not securing this specific item?
Lake County will not be HIPAA compliant.

F. Provide additional information not furnished above that supports specific requirements
necessitating limited competition / sole source purchase.

3. PROPONENT’S INFORMATION:
SIGNATURE: A/ke a/%?ét

TITLE: Systems Database Coordinator
DATE: 05/02/2022

4. DIRECTOR’S APPROVAL:

DIRECTOR SIGNATURE: #7774
DIRECTOR NAME: Gregory A. Holcomb
DATE: 05/02/2022

S. CONTRACTING OFFICER APPROVAL:

SIGNATURE:
NAME:
DATE:

SUNBIZ REPORT ATTACHED: | | YES DNO

S. PROCUREMENT SERVICES DIRECTOR APPROVAL:

SIGNATURE:
DATE:
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/ smartsheet

HIPAA Business Associate Agreement

This HIPAA Business Associate Agreement (“BAA”)is entered into by and between Smartsheet Inc., with its principal
place of business located at 10500 NE 8th Street, Suite 1300, Bellevue WA 98004 (“Smartsheet”), and the
undersigned customer (“Customer”). This BAA is effective on the date it is executed by Smartsheet (the “BAA
Effective Date”).

1. Applicability. This BAA is subject to the terms of the Subscription Agreement (defined below). In the event of a
conflict between the Subscription Agreement and this BAA, the BAA will control. A breach of this BAA by either party
constitutes a material breach of the Subscription Agreement. Customer is obligated to notify Smartsheet if Customer

downgrades its Subscription Service from an Enterprise level plan, and accordingly is no longer authorized to upload
or submit PHI to the Subscription Service.

2. Definitions. For the purposes of this BAA, any capitalized terms not defined herein will have the meaning given
tothem in the Subscription Agreement. The following terms shall have the meanings as defined in HIPAA: “Breach”;
“Security Incident”; “Protected Health Information (PHI)”, “Required By Law”; and “Individual”.

“Business Associate” has the same meaning as the term “business associate” at 45 CFR § 160.103, and in reference
to the party to this BAA shall mean Smartsheet.

“CFR” means the U.S. Code of Federal Regulations.

“Covered Entity” has the same meaning as the term “covered entity” at 45 CFR § 160.103, and in reference to the
party to this BAA shall mean Customer.

“Customer Content” means data, information, file attachments, text, images, reports, and other content that is
uploaded or submitted to the Subscription Service by Customer or Customer Users and processed in the Subscription
Service.

“Customer PHI” means PHI contained within Customer Content.

“HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and the rules and the regulations
thereunder, as amended (including with respect to the HITECH Act).

“HIPAA Implementation Guide” means the informational guide made available by Smartsheet, at
www.smartsheet.com/HIPAA-Implementation-Guide describing how Customer can configure and use the
Subscription Service consistent with Customer’s obligations under HIPAA.

“HIPAA Rules” means the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR Part 160 and Part
164.

“HITECH Act” means the Health Information Technology for Economic and Clinical Health Act enacted in the United
States Congress, which is Title XIll of Division A and Title IV of Division B of the American Recovery & Reinvestment
Act of 2009 (“ARRA”), and the regulations thereunder, as amended.

“Independent Contractor” means a non-employee worker who perfarms services on behalf of Smartsheet subject
to Smartsheet’s privacy and security policies.

“Secretary” means the Secretary of the U.S. Department of Health and Human Services.

Smartsheet Confidential Information Page 1 of 5
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“Sacurity Rule” means 45 CFR Part 160 and Subparts A and € of Part 164.

"Subcontractor” means any person (Including any third party, but excluding Independent Contractors of Smartsheet)
appolnted by or on behalf of Smartsheat to process Customer PHI In connection with the Subscription Agreement.

“Subscription Agreement” means the applicable agreement governing Customar's access and use of the
Subscription Service,

“Subscription Service” means Smartsheet's internet-dellvered work collaboration services and applications as such
term s deflned In the Subscription Agreement. For purposes of this BAA, Tralning Services, Eree Services, and
services and applications pravided by third-partles, Including Partner Apps, are not part of the Subscription Service
and Customer is tesponsible for determining and Implementing appropriate measures for the use of services and
applications conslstent with Customer’s obligations under HIPAA.

“Unsecured PHI” has the same meaning as the term “unsecured protected health information” at 45 CFR § 164.402.

3. Ohligations of Smartsheet.

3.1 Smartsheet agrees to not use or disclose Customar PHI other than as permitted or required by this BAA or as
Required by Law., .

3.2 Smartsheet agrees to use appropriate safeguards to comply with the Security Rule with respect to Customer
PHI, to prevent use or disclosure of Customer PHI other than as provided for by this BAA, and to reasonably and
appropriately protect the confidentiallty, integrity, and avallability of the Customer PHI that it processes on behalf
of Customer as required by the Security Rule.

3.3 Smartsheet agrees to mitlgate, to the extent practicable, any harmful effects known to Smartsheet resulting
from an unauthorized use or disclosure of Customer PHI by Smartsheet in violation of this BAA's requirements.

3.4 Smartsheet agraes to the following Breach notificatlon requirements:

a. In the event of a Breach or Securlty Incident Involving Customer PHI (collectively referred to as a
“Reportable Incident”) of which Smartsheet becomes aware, Smartsheet will provide notice to Customer of
such Reportable Incident without undue delay, but in no case more than thirty {30) days following Smartsheet’s
knowledge of such Reportable Incident. Notification will be (i) consistent with applicable law and the legitimate
needs of law enforcement, and after taking any measures necessary to determine the scope of the Reportable
Incldent; and ([} sent to Customer’s SysAdmin through the Subscription Service or via dlrect communication
pursuant to the notification requirements tn the Subscription Agreement. :

b, Customer acknowledges that Smartsheet routinely experlences, without limitation, pings and other
broadcast attacks on Smartsheet’s firewall, port scans, unsuccessful log-on attempts, denlal of service attacks,
and any combination of the above, that do not result In unauthorized access, use, disclosurs, modification, or
dastruction of Customer Content, including Customer PHI, or interference with the general operation of
Smartsheet's systems or the Subscription Service (“Unsuccessful Attempts”). The partles acknowledge and
agree that this Sectlon 8.4(b) constltutes notlce. by Smartsheet to Customer of the ongolng existance and
oceurrence of Unsuccessful Attempts for which no additional notice to Customer shall be required.

3.5 Smartsheet will take appropriate measures to ensure that Subcontractors and (ndependent Contractors are

hound by substantlally the same restrictions, conditions, and requiraments as Smartsheet under this BAA, To the

Smartsheet Confidential Information Page 2 of 5
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extent Smartsheet uses Subcontractors and Independent Contractors In Its performance of obligations hereunder,
Smartsheat will remaln responsible for thelr performance as described In the Subscription Agreement,

3.6 Smartsheet will make Customer PHI Ina Designated Record Set avallable to Customer In order for Custamer to
comply with Its obligations wlth 45 CFR § 164.524, It being understood that Customer will be solely responsible for
identlfying the relevant Designated Record Set and PHI and for complytng with any request made by Individuals
under 45 CFR § 164.524,

3.7 Smartsheet wili make Customer PHI In a Designated Record Set available to Customer for amendment in order
for Customer te comply with Its obligations with 45 CFR § 164,526, It belng understood that Customer will be
solely responsible for ldentifying the relevant Deslgnated Record Set and PHI and making any necessary
amendments to comply with any request made by Individuals under 45 CFR § 164.526.

3.8 Smartsheet will maintaln and make avallable information necessary for Customer to provide an accou nting of
disclosures of Customer PHI In accordance with 45 CFR § 164.528, It belng understood that Customer will be solely
responsible for Identifying the relevant Individuals and associated PHI and for complying with any request made hy
individuals uncler 45 CFR § 164.528. Smartsheet is not responsible for providing an accounting of disclosures made
by Customer while using the Services.

3.9 To the extent Requlred by Law, and subject to applicable attorney-cllent privileges, Startsheet will make its
internal practices, books, and records concerning the use and disclosure of Customer PHI racelved from Customer

of created or received by Smartsheet on hehalf of Customer, avallable to the Secretary for the purpose of the
Secretaty detarmining compliance with the HIPAA Rules,

4. Permitted Uses and Disclosures.
4.1 By Smartsheet: Smartsheet may use and disclose Customer PHI:

8. to perform tha servicas as specified in the Subscription Agreement;

b, as Required by Law; and

c¢. for the proper management and administration of Smartsheet’s business and to carry out the legal
responsibllities of Smartsheet, provided that any disclosure of Customer PHI for such purposes may only
occur If (1) required by applicable law; or (i) Smartsheat obtains reasonable written assurances from the
persan to whom Customer PHI will be disclosed that it will be held in confidence, used only for the purpose
for which it was disclosed, and that Smartsheet will be notified In the event of an unauthorized disclostire,

4.2 Minimum Necessary, Smartsheet agreas to [imit uses and distlosures of Custormer PHI consistent with minlmum
pecessary requirements under 45 CER § 164.502(b),

4.3 Limitations. Smartsheet may not use or disclosa Customer PHI in a manner that would vielate Subpart E of 45
CER Part 164 If done by Customer.

5. Obligatlons of Customar.

5.1. Customer warrants that Customer, Its directors, officers, subcontractors, employees, affilfates, agents, and
representatives:

a will comply with HIPAA In Its use or disclosure of Customer PHI;

Smarisheet Confldential Information Page3 of §
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b, will not use or disclose Customer PHI In any manner that violates applicable federal and state laws;

¢.  will not request that Smartsheet use or disclose Custommer PHI In any manner that wauld violate applicable
federal and state laws if such use or disclosure were done by Customer; and

d.  willnot use the Subscription Service to create, recelve, malntaln or transmit PHI using a Connector or third-
party application (Including Partner Apps), except where Customer has expressly entered Into separate
HIPAA businegs associate agreement with sald third-party service providers.

52 In connectlon with Customer’s management and administratlon of the Subscription Service with respect to
Customer Users, Customer is responsible for using the avallable controls within the Subscription Service to support
Its compliance with HIPAA, Including reviewing the HIPAA Implementation Gulde and enforcing appropriate controls.

5.3 Customer shall use measures and controls available within the Subscription Service to ansure: {a) that non-HIPAA
compliant functionality is disabléd for all Customer Users who use the Subscription Service In connection with
Customer PHI; and {b) use of Customer PHI is appropriately limited to the minimum extent necessary for Customer
to carry out its authorized use of such PHI, except as otherwise allowed by 45 CFR 164.502(b)(2).

5.4 Customer (and not Smartsheet) Is responsible for: (a) managing whether Customer Users are authorized to
create, recelve, malntain, or transmit PH) within the Subscription Service; and (b) for sharing or distribution of PHI
by Customer Users who are utllizing the sharlng features within the Subscription Service. Smartsheet has no
obllgation to protect Customer PHI under this BAA to the extent such PHI Is created, recelvad, maintained, or
transmitted outside of the Subscription Services. '

5.5 Customer will notify Smartsheet of: (a) any limitation(s) In the notice of privacy practices under 45 CFR § 164.520,
to the extent that such limitation may affect Smartsheet's use or disclosure of Customer PHI; (b) any changes in, or
revocation of, the permission granted by an Individual to use or disclose his or her PHI, to the extent that such
changes may affect Smartsheet's use or disclosure of Customer PHI; and (c) any restriction on the use o disclosure
of Customer PHI that Customer has agreed to or Is required to abide by under 45 CFR § 164.522, to the extent that
such restrictlon may affect Smartsheet’s use or disclosure of Customer PHI.

5.6 In the event that Customer’s notice of privacy practices as described in Customer’s patient privacy notiflcation
lImlts Smartsheet’s abllity to process Customer PHI as set forth hereln or Customer agrees to or must ahide by
restrictions or any other limitations on such ability, Smartsheet shall be permitted to terminate the Subscription
Agreement without penalty by glving Customer three (3) days written notice. Smartsheet may suspend or terminate
Customer’s use of the Subscription Service ifitis made known to Smartsheet that Customer Is nat adeduately making

use of the features discussed In the HIPAA Implementation Guide, The provisions of this Sectlon shall survive the.

termination of this BAA.

6, Term and Termination.

6.1 This BAA will terminate upon the earller of: (a) a permitted termlination as set forth hereln; (b) the expiration or
termination of the Subscription Agreement; or (c) the execution of a business assoclate agreement that supersedes
this BAA, Upon termination of this BAA for any reason, Customer must immediately {x) deleta or remove any
Customer PHI from the Subscription Service, and (y) cease to create, receive, maintaln, or transmit PHI via the
Subscription Service.

6.2 Upon explration or termination of the perlod of authorized sccess and use of the Subscription Service,
Smartsheet will return, allow read-only access to or render unrecoverable Customer PH, if any, according the terms
and conditions of the applicable Subscription Agreement; provided that Smartsheet may retain Customer PHI

Smartsheet Confidential Information Page 4 of 5
Bustiess Assoclate Agraement (v4)




DocuSign Envelope ID: A9BO60EA-824E-455D-B571-2D6DASEA41D7

contained in an archived computer system backup made in accordance with the Smartsheet’s legal and financial
compliance obligations or security and disaster recovery procedure. Any such retained Customer PHI will remain

subject to the terms of this BAA and the applicable Subscription Agreement.

7. Entire Agreement. This BAA constitutes the entire agreement between the parties related to the subject matter
hereof. Except as expressly modified or amended under this BAA, the terms of the Subscription Agreement remain
in full force and effect. This BAA may not be modified unless done so in writing and signed by a duly authorized
representative of both parties. If any provisions of this BAA, or any part thereof, is found to be invalid, the remaining
provisions shall remain in effect. For the avoidance of doubt, except as otherwise expressly set forth herein, the
terms and conditions with respect to the parties’ limitations of liability and indemnification obligations are set forth
in the Subscription Agreement.

8. General. The parties agree to take such action as is necessary to amend this BAA to comply with the
requirements of the HIPAA Rules, HIPAA, the HITECH, and any other applicable law. The respective rights and
obligations of Smartsheet under Section 6 of this BAA shall survive the termination of this BAA. Except to the extent
preempted by federal law, this BAA shall be governed by and construed in accordance with the same laws as those
governing the Subscription Agreement. Any reference in this BAA to a section in the HIPAA Rules shall mean the
section as in effect or as amended.

IN WITNESS WHEREOF, the parties hereto have executed this BAA as of the date Smartsheet’s signature below.

CUSTOMER: Lake County, FL SMARTSHEET INC.:
DocuSigned by:
/7 bene Parshall
Signature: (//2/7 /l\ /\, Signature: p"“ "
Name:  Alan Rosen Name: Jolene Marshall
Title:  County Manager Title:  svp, Legal

Date: L// 3[)/};(72/ Date: 5/4/2021
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Smartsheet LC-Stnd-SS Form

Final Audit Report 2022-05-02
Created: 2022-05-01
By: Nikki Wright (nwright@Ilakecountyfl.gov)
Status: Signed
Transaction ID: CBJCHBCAABAAbozJaObNogJ85044gbWYf1tZ8jWJRCcX
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